. I I DOPYM
bE3OMACHOGTb

b3HECA 2020

1) ovnennen wopom

KATAJIOI
YYAGTHWKA

1-10 HOAbPS

FORUM- SECURITY RU



0 ®OPYME bE3OMACHOCTb BUSHECA

LEBU3 OOPYMA: TYT HALO PABOTATS COOBWA: NOLERUBWIC
OTBITOM,TOLLEPKAB TOBAPUWA. RAWE TENO MPABOL,
TACTIOBERUAMT ECTUA ToE A QOPYME - ThI HE OLUH..

10 JIET

DOPYM “BEIONACHOCTS BUINECA™,
CTAPTOBABWUI B 2010 TORY, B 3TOM TOLY
OTMEYAET CBOU BUNEN - 10 NET.
LRETOLHO OOPYM NPUBNEKALT BONBWOE
TUCT0 YHACTRITEOB.

KNHO4EBOE MEPOTIPUATHE

MEPONPURTIAE ABNAETCH LY TR b M
CODBITUEM B OBAACTU KOPDOPATUBHOU
bEIOMACROCTH, EXKTOLRO COBUPAR HA
CBOEM DAOWALKE 3HAUUMBLX JECNEPTOB-
IPAKTIAKOB B COEPE SAWNTHE BUIHECA

900 PETUCTPALIUK

BEPBHE COCTOUTCA B PEXUME QHAAUH-
TPARCTAUWN, HTO TOIBONUNO IHATUTENDRO
PACUUAPUTS AYIUTOPUN) -
JAPETACTRUPOBATOCH BOJIEE 100
PYEOBOLUTEREN U CRELMARUCTOB Cb.




N1PY3b4. COPATHMKN. KOANETW!

J00T0L MHOFVIX [IPOBEPAET RA TTPOUROCTD 1
HALERROCTD, BEPROCTH (BOEMY LIEJY,

P IPU3BAHIO, NPOOECCUIA
LOEPAKOPNOPATUBHO BE3OMACHOCTYA
(TPEMWTEJTORO MERAETCH, TPEBYA ROBDIX
3HAHVH/] IMERWAV, HABBIKDB, MOLX00B,

3B0NOUMY COBMARMS. LA MAOT N (ONTE
I8 M3<<Wl/l(b ABOTAR, A PABOTAM, YHACH) -
SANOT P00 [(MOHAﬂbHO(OHUNOHHMH.

BAXHO MOMHIATS W BA3OBBIE PRI
bESOMACROCTYL W B TORKE SATPOTPECCOM RE
FYCTUTD BAKHOE

BﬂAfOﬂAPH) BAC 34 YUACTE B 10 HOBWEMROM
DOPYME BE3OMACKOCTb bIA3RECA, KAXAO0TO
FUACTRKA W CTVAKERA 3A BETTALL B PASBATIAL
(OEPH KOPMOPATUBHOM BESONACHOCTH.

BCEM KPEMNKOTO 3L0P0BBA, HEUCUEPMAEMON
IREPTUAVE, CYACTOA, TTPERPACROTO RACTPOERA,
CTASWTTOROCTIA, bJTATONOJTYYIAR B0 BCEM U

YBEPEHHOCTIA B 3ABTPALIHEM JHE!

QPTAHV3ATOP OOPYMA BE3ONACHOCTD BY3HECA
KOHCTAHTIAR CEPTEED

FORUM-SECURITY.RU




OHMAVH-KYPC
(KOHKYPEHTHAR PASBELIKA

ABTOPCKWUW KYPC

HA OCHOBE MAFI/ICTEPC[(UVI [IPOT PAMMb
[10 KOHKYPEHTHOWN PASBEIKE

OPrAHW3ALINA KOHKYPEHTHON PASBEQKW HA NPEANPUATIN
MPOECCHOHAJIbHBIN MONCK W PACTIPOCTPAHEHME
WH®OPMALINN B WHTEPHETE

PABOTA C JI01bMW KAK UICTOYUHWKAMW MHOOPMALIMK
0CHOBbI MHGOPMALIOHHON BOMHb!

ABTOP M NPENOJABATE/b KYPCA EBFEHUN NEOHW0BUY HLLYK

YNEH MEXAYHAPOJHOrO OBLIECTBA, NMPOMECCHOHANOB KOHKYPEHTHON PA3BEQKM SCIP,
NPAKTUK KOHKYPEHTHOW PA3BEAKW C 1994 r0AA, KAHQUAAT IKOHOMUYECKUX HAYK




BEOYLLMA MOCTABLLMK
OKOHOMUYECKOM UHDOPMALINMN
B POCCUM

HAOEXHO, ONEPATUBHO,
NOCTYINHO 24 /7
POCCUA N BECb MUP

- 2robac!

NHOEKCbI ITMIOBAC
HOeke nnaTexecnocobHOCTM
CKOpPWHF ByxranTepckon OTYETHOCTH
NHOeKc NMKBUAHOCTM

OueHKa Nno KpUTEPUAM OHOQHEBKM

AHAJIUTUNKA
Byxrantepckasa oT4eTHOCTb. PUHAHCOBbLIN aHan3

AHanUTNKa apbUTpaxHbIX aen
¥ UCMOMHUTENBbHbBIX MPOM3BOACTB

AHanNN3 KOHKYpPEHTHOM cpeabl

MonoxeHne KOMNaHWM B 0Tpacau
AHannTmMKa 3akymnok

KoadhdunumeHTbl n aHannTmuyeckmnin 6anaHc

PernamMmeHT MPOBEPKN KOHTPareHTa

OT4YeT 0 NpoBepKe KOHTpareHTa no kKputepnam GHC

MOBWJIbHOE MNMPUJIOXEHUE TT1I0BAC

BbicTpas oueHka pUCKOB ¥ onepaTyBHbIN
NOCTYN K MHCbopMaLmm

S
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OYHKLIMOHAIT

MHTennekTyanbHbIN NOUCK

HacTpoika dounbTpos,
dhopmMmpoBaHme BbIGOPOK

KapTa cBazen

CospgaHue Cn1ckos, MOHUTOPUHI

NMHOCTPAHHbIE KOMIMAHUN
CnpaBKu B pexume oHnamH / odpnait
OnepaTMBHO M HaOeXHOo
OUEHKM MECTHbIX 3KCMepToB

Bce camoe BaxHoe 0 400 MiH
3apybexHbIx KOMMNaHWM

mobac.API-CepBuc

JaHHble 13 Mobac B cBOEM
KOPNopaTUBHOM cucTeEMe

ABTOMaTKYeckoe 0OHOBEHNE cBefeHuin
MO KOHTpareHTam

OnTuMmMsaLmna paboynx NPoLeccos

BO3MOXHOCTN MHOIOMOb30BATENbCKO
BEpCUm

www.credinform.ru




KO HTyp.q)O KyC Be6-cepBUC ANA AeTaNbHOV NPOBEPKN KOHTPAreHToB

Hawa mMuccmsa — pa3suBaTth CEPBUC, KOTOPLIA MIHOBEHHO MPeAOCTaBAAeT MHPOPMALMIO O FOPUANYECKMNX
JILLAX 13 BCEX BO3MOXHbIX MCTOYHMKOB.

KOHTyp.CDOKyC co6V|paeT [AaHHbIE O KOHTPAareHTax 13 32 OTKPbITbIX MCTOYHWKOB. KpOMe TOro, B CepBncCe noa-
B/JlaCb BO3SMOXHOCTb MOJIy4aTb VIHCI)OpMaLI,VII-O, KOTOPYHO HEBO3MOXHO HalTV B OHNAMHE.

Otuer JKCNepPT NpueseT Mo HPUANYECKOMY aApecy KOHTpareHTa, MpOBeAET MHTEPBbLIO
O Bbl€3HOW NpoBepke C COTPYZAHWKaMM KOMMAaHWK 1 coceaamm no oducy. BelesgHaa npoBepka AOCTyMNHa
HOPMANYECKOrO NLA B 22 pernoHax Poccuu. lMpouesypa CIKOHOMUT BpeMa W AeHbru. Bbl nonyyaete

NoAPOBHbIN oTYeT ¢ poTorpaduaMK 1 AenaeTe BbIBOAL O HAZEXHOCTU ByayLlero
napTHepa rno 6u3Hecy Ao 3aknroueHns caenkun. Ecam notpebyetcs, oTyeT ¢ orotu-
nom KoHTypa Bbl MOXeTe WCNOMb30BaTb Kak JoKa3aTesNbHyro 6asy B crnopax
C yyacTeM rocyapcTBeHHbIX OpraHoB.

3aka3aTb Bble3JHyH NPOBepPKY KOHTpareHTa »

MonyueHne 6usHec- B cnuncke, KOTOpbIA NOCTOAHHO NononHaetca, 35 cTpaH. bonbWMHCTBO CnpaBok
cnpaBkKy NO KOMNaHNAM NPUXo4AAT NOYTU MTHOBEHHO, HO HEKOTOPbIE TOTOBATCA A0 NATA AHeVI. Cerp>KV|Moe
13 6N>XKHEro n AanbHEro CMpaBKW BapbMpyeTCs OT CTpaHbl U GOpPMbl COBCTBEHHOCTH NPeANPUATUS.
3apyb6exbs

Mpumep 6usHec-cnipaBku >

KO HTyp.q)O KyC a pi YCOBepI.IJeHCTBOBaHVIe CUCTEMbI MPOBEPKN KOHTpareHToB

C nomoubto APl ®okyc BCTpamBaeTcs B OM3HEC-MPOLECCh U MHPOPMALMOHHbIE CUCTEMBI, MO3BOMAA BaM
MPUHMMAaTb BaXHble pelueHns ObicTpee 1 yBepeHHee. KpymHble MPOV3BOACTBA, CTPOUTE/IbHbIE KOMMAaHWK,
HedTerasoBble NPeAnpPUATHA, ONepaTopbl COTOBOW CBA3W, BeAyLLpe HaHKun 1 APpyrie OTPac/n yKe NCMONb3YHT
KoHTyp.®okyc API.

loToBble Hawa 3asava — He npocto cobpatb MHGOPMaLIMIO, HO 1 0becneunTb KAMEHTOB
peLleHns 1 OTUeTbl PAa3INYHBIMU aHANTUYECKUMU MHCTPYMEHTaMK, FOTOBbIMM OTYETaMM U HacTpavBae-
MbIMW MOAensiMu. Mbl nMpeBpaLlaeM MHOOPMaLIMIO B YA0OHbIE OTYETbI, UTOObI Bbl
MOT/IN MPEABOCXMLLATH PUCKM U KOMIMIEKCHO OLLEHNBATb KOHTPAreHTOB, BUAETh CBA3M
MeXZy KOMMaHWAMY, YNpaBaaTh A4eBUTOPCKON 3a0MKEHHOCTBHO. [OTOBbIE peLleHus
CO3/,ak0TCA U HaCTPamMBakOTCs MOZ PErIAaMEHTbI MPOBEPOK KOMMaHWUN 1 HAMBUAYaNb-
HbI 3aMpPOC KAWEHTa, ABASHOTCS HEOTbEMIEMbIM MHCTPYMEHTOM MPW MNOCTOSHHOM
KOHTposie 6a3bl KOHTPAreHToB.

NHaneuayanbHan B apcenane CKb KoTyp 6osnblue AecATV COBMECTHbIX PeLUeHUin C nHTerpaTopa-
WHTerpauusa noa Baily MU-MOCTaBLLMKaMN MHPOPMALIMOHHbIX CUCTeM: JoKyMeHToobopoT, CRM v apyrue.
YUETHYIO cucTemy STV peLleHna MO3BOJIAKOT aBTOMAaTM3MPOBATbL MPOLECChl  PUCK-MEHEIKMEHTA

npwv paboTe ¢ KOHTpareHTamu, BbICTPO MPUHUMATL CNOXKHbIE PeLleHUs, OLeHWBaTb
PUCKM KOMMNEKCHO Ha OCHOBe OduMUManbHbIX AokymeHTOB M3 KoHTyp.®Pokyca
N BHYTPEHHWUX AaHHbIX KOMMNaHUK. Bbl cokpaTuTe Bpems 1 3aTpaTbl Ha MHOrOypOB-
HeBYHO MPOBEPKY KOHTPAreHToB, CMOXeTe aBTOMAaTU3MPOBaTh MPOLLECChl aHanm3a
M OLLEHKM KJWMEHTOB M MOCTABLLMKOB, HACTPOUTb NOrMKY O0B6PaboTKN BHYTPEHHMX
M BHELUHWX JaHHbIX 1 N3BJEYb M3 HUX NOJE3Hble 3HaHWS.

OTnpaBuTb 3a8BKY Ha KOHCY/lbTauuio >

YcnexoB B Balwew pabote! Baw KoHtyp


https://focus.kontur.ru/site/order?utm_source=forum_security&utm_medium=email&utm_campaign=forum_security_19.11&utm_content=focus&comment=zayavka_forum_security_19.11
https://focus.kontur.ru/site/Files/userfiles/file/docs/foreign/primer-biznes-spravki-evropa.pdf
https://kontur.ru/focus-api/order?utm_source=forum_security&utm_medium=email&utm_campaign=forum_security_19.11&utm_content=focusAPI-tranzit&comment=zayavka_forum_security_19.11_tranzit

NAPTHEP POPYMA
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RUSIEM- PeweHue ANt MOHUTOPUHra U aHanusa
NHO60U ceTeBOU aKTUBHOCTU, npoucxoasiweu
B opraHu3sauuu

“@ RUSIEM

Bcé noa koHTponem

PEWEHWNE ANAA KOHTPONSA BAWEro bU3HECA

CeTeBble aTaku
*+ PpoA M MOWEHHWNYeCTBO
» HecaHKUWOHMPOBaHHOE NOBbIWEHWE NPUBUAETUIA
» O6HapyXeHne HaCaHKUMOHMPOBAHHbLIX AEUCTBUI
nonb3oBaTeneun
* KOHTpPOAb BbINOAHAEMbIX KOMaHA Ha cepBepax
W ceTeBOM 060pyAOBaHUN
» BbinonHeHWe TpeboBaHWN 3aKOHOAATENLCTBA
n peryaatopos (PCI DSS, CTO BP, ISO n T1.a.)
» AHOManbHas akTUBHOCTb NONbL30BaTEAS
* BupycHble aTaku
» (O6HapyXxeHwe pacnpeAeneHHbIX N0 BpeMeHU
M UeneBblX atak u T.A,.

Jo
Ca 1
K INFO@RUSIEM.COM
. _ =] (495) 748-8311
bINONHEHKWE TpeboBaHWA Buayanuzayma yrpos Onepau1oHHan
PErynaTOPOB NO OBHAPYMEHWIO B PEXMME peansHoro ahpeKTHEHOCTE NRIIAIFEFEBEE AR
W pearnpoBaHMuI BpPEMEHM cny#bel HB

Ha HHUKAeHTH UB i Ly 3 1N 1.UUN




UHTEIPATOP
CUCTEM KOMIJIEKCHOW 6e3onacHOCTHU

CucrtemMbl BUgeoHabnogeHus

JIOTr'MCTUYECKUE
U CKJIAOCKUE Cuctemsl KOHTPO14 A0CTYrMa

KOMIJIEKCbI

OxpaHHasa curHaamsauyms

yicich 3BYKOBOE OroBeLleHune
(4 A
PUTENN
NHTerpmpoBaHHbIe CUCTEMDI
L4 °
- MOHUTOPUHIOBbIE LIEeHTPbI
—_—

OTEM CepBurcHOe 06CNy>KMBaHME

Ten.: +7 495 215-50-67

www.smtrade.ru G' | ITp3|;1A



NMPEACTABJIAEM
XPROTECT

B nporpamme anga ynpasaeHusa BUAEO
XProtect ecTb BCce HeobxoaMMoe ANS CO3AaHNS
Ha ba3e cncTem BUAEOHABNOAEHS PELLEeHN,
MOMOTatLMX HAAEXHO 3aLLNTATL MMYLLIECTBO
Kak ceruac, Tak 1 B byyLLEM.

ApXMTEKTypa OTKPbITOI nnatdopmbl XProtect cnoco6cTBYET pasBMTMIO 06LLMPHOro coobuiecTBa
npousBoauTeneii Kamep, NOCTaBLMKOB NPUIOXKEHWIA U pa3paboTUMKOB NPOrpaMMHOro o6ecneyeHus,
KOTOpble paboTaloT Haf CO34aHMEM MHTErpaLMOHHbIX peLeHU 1 paclumpeHuii ans XProtect.

Caenas BbI6op B N0Nb3y NnaTtdpopmbl XProtect, Bbl NOly4MTE 4OCTYN K 3ITOMY COO6LLECTBY U ThiCAYaM
VMHTErpupoBaHHbIX PeLUeHUiA, NTOMOrarLMX MaKCUManbHO 3P $PeKTUBHO UCNONb30BaTh peLleHne

M PacluMpATL ero BO3MOXHOCTMU.

MoacuyeT KonMYeCcTBa
Kogepsl Kamepsl P—. AaT4nKm




NMOYEMY

XPROTECT —
NYULUNIA BbIEOP?

Korga mebl cozganu Milestone XProtect

B 1998 rogy, Mup cucTem BugeoHa6nwogeHvs
6bI1 NPUHUMNNANBHO UHbIM. Ha pbIHKe
AOMUWHUpoBanu Kamepkl CCTV 1 aHanoroeoe
o6opynoBaHue, a YepHo-6esi0e BUAEO 6b1N0
HOpPMOW AN5 60NbLUMHCTBA ONEpPaTopoB.

CerogHA cMcTeMbl BUAeOHa6N0geHNs MoryT
ropasgo 6osblue. B HaleM Mype ecTb 6e3ynpe4Hoe
BUAEO C BbICOKUM pa3speLleHNeM, HaTeNbHble
Kamepbl, paclUMpeHHasi BUAEOaHANUTUKA,
pacnosHaBaHWe 1L, ynpaBneHue AocTynom

v ycTpolicTBa VIHTepHeTa Belleid. Bce 3To Tpebyer
Hage)XXHol nnaT$opmbl ANA CUCTEMbI yNpaBAeHUs
BUAeo. 3Ta nnatgpopma — XProtect.

. 8500 noggep>KkuBaemMblx
Kamep

>500 000 ycTaHOBOK

.
g @, No Bcemy mupy

Tpw o6HOBNEHWMA
NPoAYKTOB B roj

Be3onacHbI M HageXXHbIA BbIGop

Korga Bbl MHBECTMpYeTe B pelleHue AN5 BUAeoHabnnaeHus,
Bbl BK/1aAblBaeTe Cpe/iCTBa He TO/IbKO B OGOPYAOBEIHHE

1 NporpaMmMHoe obecneyeHue.

Ha camoMm gene Bbl MHBeCTUpYeTe B 6@30NacHOCTL CBOEro AoMa,
613Heca, NAein N akTUBOB, YTOBbI 3aLUTUTL CAMOEe BaXKHOE.,

Ecnn Bbl GepeTe 3a ocHoBy XProtect, Bbl monaraeteco

Ha pelleHue, paspaboTaHHoOe OMbITHLIMUW 3KCMepTamMu

B 0bnactu BugeoHabnogeHus, koTopele paboTatoT Haj
BalWMMM 3aa4amn. 3a 6onee vem 20 neT Ha pbiHKe CUCTEMY
XProtect Bbibpanu 6onee 500 ToicaY KAMEHTOB N0 BCEMY
MWPY — OT LBETO4HbIX MarasuHoB U YHUBEPCUTETOB

A0 CTafMOoHOB U MyHULMNaNAbHBIX OpraHoB BAacTU.

Halue nporpaMmHoe o6ecneveHue. Bale pelueHue.

Mbl 3HaeM, 4TO B MUPE CUCTeM BUAeOHabNoAeHNs

HeT yHUBepCabHbIX OTBETOB. Y KaXjoro ob6bekTa cBou
YHUKanbHble noTpebHocT. Mo3ToMy Npun co3gaHuu XProtect
Mbl CAenany Bbl6op B NONbL3Y OTKPLITOM NAaTPopMbl.

Hawa OTKpbITad nnanl:-opma MO3BONAET CO3/1aBaTb
Ha 6aze XProtect YHUKaNbHbIE pEelleHnd, oTBe4akowune
3afla4amMm Ballew opraHmnzaumn.

KpyrnocyTo4Hoe cnokoiicTBue

A3ponopTam, KasuHo, CNPaBUTENbHBLIM YUpeXAeHUAM

W APYTVMM OpraHv3aLumsm, paboTatoLLyM KPyrNoCYTOUYHO, HYXXHO
HenpepbIBHOE 1 HAAEXHOe BUAeOHabNAeHKe, ITo Bo3naraet
Ha Bac (1 Ha Hac!) OrPOMHYIO OTBETCTBEHHOCTb. Mbl CEpbe3HO
OTHOCKMCSI K 3TOI OTBETCTBEHHOCTW. IMEHHO NO3TOMY cucTeMa

XProtect paspaboTaHa 3KkCnepTamu o BUAEOHABAIOAEHUIO,
KOTOPbI€E 3HAIOT, YTO HYXHO AN CO3AaHMA 3GHEKTUBHOIO,
BbICOKONPOU3BOANTENBHOIO U HAZAEXHOTO PeLLIeHUS.

MporpaMmMHoe o6ecneveHue, co3gaHHoe
c npuuenom Ha 6ygyuiee

Pewenna gna sngeoHabniogeHus o4eHb

pasHoobpasHbl — OT HECKO/IbKUX KaMep Ha OAHOM
obbekTe [0 ThICAY YCTPOMCTB Mo Bcemy mupy. Kakoii

6b1 HK Gblna McxogHan KOHPUrypaLms, paHo UK NO34HO
MoxeT noTpeboBaTbcs pacluMpUTb peLleHre UK BHeCTH
B Hero Apyrvie nsmeHeHus. IMeHHo 13 3Tux coobpaxeHnii
Mbl cgenanu nnatpopmy XProtect maclitTabupyemoid.

Lnpokwnii Ha6op GYHKLMIA 1N NPOCTOTa IKCNNyaTaummn

bynem peanuctamu, HenpmatHocTu Hem3bexHbl,

1, KOTa cNy4aeTcs UTo-TO NJoxoe, /19 onepaTtusHoro
pearvpoBaHUA Hy>Ha MofHasa KapTWHa NPONCXOAALLero.
MNosTomy B ocHoBe cucTembl XProtect nexat gBe ngeu:
npocToTa 3KCnayaTaunum 1 Wrpokuii Habop dyHKUMIA.
OHW NpuU3BaHbl cAenaTb Tak, 4Tobbl onepaTopbl CMOMK
MIHOBEHHO W MOMHOCTbIO KOHTPOMPOBaTh byt
cuTyaunto. BHe 3aBUCMMOCTU OT TOrO, KakK 4acTo Bbl
nonb3yeTecb cMcTeMoii XProtect, oHa gomkHa ObiTh
npocTa B U3y4eHUN K 3IKCnayaTayMmn, Ho Mpu 3ToMm
noaaepXnBaTh LWMPOKWIA Habop dyHKUMIA.

Be30nacHOCTb, B KOTOPOIA Bbl MOXKeTe 6bITh yBepeHbl

B XProtect peanusosaH Uenblli paj MexaHU3MoB
6esonacHocTK, koTopble obecneunBatoT 3alWUTyY peleHns
W f@aHHbIX OT BHYTPEHHUX 1 BHELLHUX Yrpo3.



19 HOABPA (YETBEPT). NEPBbIA AEHb ®OPYMA

10:00 — 10:10 TOPYXECTBEHHOE OTKPbITUE FOBUNENHOIO 10-0r0 ®OPYMA «BE3OMACHOCTb BU3HECA».

NPUBETCTBEHHOE C/1IOBO OPTAHM3ATOPOB

10:10 — 11:40 B/1IOK KOPMOPATUBHAA BE3OMNMACHOCTb

10:10-10:40

BeosHaa guckyccua «besonacHoOCTb yxKe He Ta, 4yTo 10 net Hasaa»

AnekcaHgp lOpueHKo, gupekTop NHcTUTyTa npobaem 6esonacHocti HXY BLU3, uneH KomuteTa no
6e3onacHOCTU NpeanpuHUMaTenbckon geatenbHoctn TN PP, reHepan-maliop 3anaca PCb Poccuum
Cepreit MatBees, gmpeKktop no 6esonacHoctu Mpynnbl YTM3

Hukonaii BopeuKnii, ocHoBaTe b U r1aBHbIM peaakTop KypHana "Aupektop no 6esonacHoctn"

10:40-11:20

[oknag «DKOHOMMYECKAA NAPaA3UTOOTMNA KaK TeopUA U NPaKTUKA obecnedveHna 6e3onacHoOCTH
coBpeMeHHOro 6usHeca» - Makcum boukos, pykosoauTenb « CaHKT-MeTepObyprcKoi WKobl
npodeccnoHanbHbIX aHAa/IMTUKOBY

11:20-11:40

doknag "0 yem pacckaszanm 5000 KOMNAHWI: KNtoYeBble BbIBOAbI BCEMUPHOIO 0630pa 3KOHOMUYECKUX
npectynneHunin, nposegeHHoro PwC" - UHHa PoKKuHa, napTHep, ycayrn B 061acTn HE3aBUCUMBbIX
dUHaHCcOoBbIX paccnegoBaHuit — popeHsuk, PricewaterhouseCoopers B Poccun

11:40 — 13:10 6/10K BE3OMNACHOCTb ®UUHAHCOBOM CPEPbI,
MH®OPMALUMNOHHAA BE3ONACHOCTb U LLUPPOBAA 3ALLUTA BU3SHECA

11:40-12:10

MNaHenbHaa auckyccua «MpeobpasoBaHme KyabTypbl pUHaHCOBOM 6e3onacHOCTM»

Bbopuc KOguH, pykoBoauTenb HanpasneHuns JenaptameHTta 6esonacHoctn MAO MKB

Hatanba KonteBa, pykosoauTenb JuUpeKkumn pexkmma u permoHasbHon 6esonacHoctu Moyta baHka
AnekcaHgp CepreeB, pykoBOAUTE/b HaNpaB/IEHUS NMPOBEPOK OPUANYECKUX N Ppusmyeckumx auy, NAO
POCBAHK

Anekcei [laHUNEBCKNiA, NCNONHUTENbHbIM AUPEKTOP, HAYabHUK OTAeNa PacciefoBaHUI U
COXpaHHOCTM aKkTMBoB PalidpdalizeHbaHKa

Pycnan KOcydos, ynpasaawowmii napTHep kKomnaHuu Mindsmith

Feopruit N'ycnses, HavyabHUK yNpaBAeHUA 3aWwUTbl MIHGOPMALMOHHbBIX pecypcos Mpynnbl YTIM3
MaKkcum MenbHUKOB, pyKoBoAUTENb OTAENA MHOPMaUMOHHON 6e3onacHocTn CoepMapkeT
Butanuii TepeHTbeB, AMPEKTOP AenapTaMeHTa cneunanbHblx npoekToB HeadHunter

12:10-12:30

[oknan « ANropuTMbl MCKYCCTBEHHOTO MHTEINIEKTA B cMCTEMAX 6€30NacHOCTM» - AHTOH PULLIMaH,
TexHun4Yeckmn gupektop RUSIEM

12:30-12:50

Joknag «bnomeTpus - naseiika gns MOLEHHMKOB MW TEXHOOMMA Byaywero?» - AneKcaHap
FopLluKoB, ANPEKTOP NO Pa3BUTUIO KOMNAHKUK Iris Devices, yneH komuteta PCII no mexayHapoaHoMy
COTPYAHMYECTBY, NOAKOMMUTETA NO LUUGPPOBOIN SIKOHOMUKE U MHHOBaLMAM Poccuitckoro cotosa
NPOMbILLAEHHUKOB M NpeanpuHMmaTtenei

12:50-13:10

Joknag «KoHTposb COTPYAHMKOB B MHGOPMaLMOHHOM cpeae KomnaHun» - laHumn bopucnasckui,
pykoBoauTenb AHanutudeckoro otaena StaffCop (OO0 Atom besonacHocTb)

13:10 — 13:30 TEXHWYECKWUW NEPEPLIB

13:30 — 14:30 BJ/IOK OSINT

MacTep-Knacc «PacciefoBaHuUA Kak cpeacTBo BOMHbI. HOBble ropM3oHTbI Kapbepbl 6e30NacHMKa CerogHs 1 3asTpa» -
EBreHmi OwWyK, uneH MexayHapoaHoro obuiectsa npodeccMoHanoB KOHKYPEHTHOW pasBeakn, NoYeTHbIN npodeccop
ABYX YHUBEPCUTETOB, aBTOP NepBoi B Poccum maructepckoit nporpammsl No KOHKYpPeHTHOM pa3BesKe, K. 3KOH. HayK

14:30 - 15:50 B1IOK NUHOOPMALIMOHHO-AHAJTUTUYECKAA PABOTA CNY}Kbbl BE3OMNACHOCTU

[oknapg, «BbinBieHMe pUCKOB B HOBbIX YC10BUAX BegeHusa 6musHeca 2020 roga ¢ nomoubto Cnuctemsl

14:30-14:50 - .
Inobac» - Banepuit Ckobenes, HauyasibHUK aHanUTUYecKoro otaena Credinform

14:50-15:10 [oknag «CoBpemeHHble TEHAEHLUMM U HOBEANbI B chepe ynpaBneHnsa puckamm» - EneHa Kataesa,
pykoBoguTtenb npoekta KoHTyp.®oKyc API

15:10-15:50 Joknag «OueHKa PUCKOB XMLLEHWUI KaK MHCTPYMEHT CUCTEMbI BHYTPEHHEro KOHTpoAas» - Ceprei

MapTbIHOB, NpPe3naeHT poccuickoro otaeneHma ACFE

15:50 — 16:20 B/1IOK CTAPTANbI B CHOEPE BE3OMNACHOCTU

MpepcraBaeHbl KOMNaHUM-NO6eaMTeNN KOHKypca cTapTanoB OHnalH-bpopyma "besonacHocTb 6usHeca"

15:50-16:00 | Ooknag CEO Fred Partners, AmuTtpuii N'ypbes
16:00-16:10 | KOpwuit Apyrau, ocHoBaTenb StopPhish
16:10-16:20 | AnekcaHap Asgees, SmartAirkey

16:20 —16:30 NOABEAEHME UTOIOB NEPBOIO AHA ®OPYMA




20 HOABPA (NATHULIA). BTOPOI AEHb ®OPYMA

10:00 — 11:10 6/10K BE3OMNACHOCTb PUTEU/IA

MaHenbHasa anckyccus «TpaHchopmaumns 6e3onacHOCTU puTenna»

3ayapa JlucuubliH, anpekTtop no 6esonacHocty TC 3on0T0e 56/10K0
Amutpuii Iuxos, ampektop no 6esonacHoctv TC OKEN

Dexuc Nonbiwes, anpekTop no 6esonacHoctu Mpynnbl M.Buaeo-dabaopano
Butanuii CotHeB, anpekTop no 6esonacHocty TC MNoapyKa

KoHcTaHTUH CepreeBs, anpektop no 6esonacHoct TC MoHeTKa

10:00-10:30

Noknag «be3onacHocTb - MomoiKa ansa npobsiem unau apansep nepemeH» - Uropb YymapuH, skcnept

10:30-10:50
B 061acTM NpefoTBpalLeHMA NoTepb

Joknag "Mcnonb3oBaHue BUOMeTPUM Ana NPodUNAKTUKM U NPeaoTBpaLLEHNS NOTePb B puTeiiie"

10:50-11:1
0:50 0 CrenaH YctuHOB, KomnaHua BIT

11:10 — 12:20 B/10K BE3OMNACHOCTb MPOMbILEHHbIX NPEANPUATUA U NPOU3BOACTBA,
NNOTUCTUKA, TPAHCIOPT

MaHenbHasa auckyccus «KTo oTBevaeT 3a 6€30MacHOCTb LLenoYeK NOCTABOK»
Cepreiit MatBees, amupektop no 6esonacHoctu Mpynnbl YTM3

11:10-11:40 | Bauecnas Muxainnosckuii, oupeKkTop no 6esonacHocT AO MoCUHKNPOEKT
Cepreit MepexsaTtos, pykoBoguTe b CNyX6bl 6e3onacHocTu MK FnobanTtpak
Amuntpnii Cepos, anpektop no 6esonacHoct AO OMK

[oknag «OpraHnsauma cny6bl 6e30nacHoCTU Ha NpeanpuUATUNY - BAyecnaB MuxaiinoBcKuid,

11:40-12:00
anpekTop no 6esonacHocTM AO MOCUHKNPOEKT

[oknag «OpraHmsauma cuctem 6€30NacHOCTM U KOHTPOIA TEXHONOMMYECKUX NPOLLECCOB B
12:00-12:20 | NPOMbIWIEHHOCTN, CTPOUTENBCTBE U NOTUCTUKEY - KOAna depoTUeHKo, AMpeKTop No MapKeTuHry CM
Tpana; Oner F'oplOHOB, MeHeaKep No pa3sBuTUto busHeca B Poccum n CHI, Milestone Systems

12:20 - 13:30 6/1IOK OXPAHHAA U AETEKTUBHAA AEATE/IbHOCTb

MaHenbHaa guckyccna « KOHKypeHuMA 3a cyeT nosbiweHna SLA»

HuKonaii KpatoweHko, 613Hec-TpeHep, KOHCYbTAHT MO BONPOCAM CTPATErMYECKOro Pa3BUTUA U
KOHKYPEHTOCNOCOBHOCTM Ha OXPaHHbIX pPbIHKAx. B HerocyaapcTeeHHo chepe 6esonacHocTm ¢ 1989r;
12:20-12:50 | Oner 3umuH, 1-bi1 Buue-npesngeHT Accoumnaumm Poccuiicknx Jetektmeos, MpesngeHt 000
JeTekTnBHasa KomnaHus "30B 1 napTHepb!"

HuKonaii CNnMpuAaoHOB, 3aMecTUTeNb PyKoBOANUTENA CNyKbbl 6esonacHocTn HKO MHKAXPAH (AO)
EneHa MypaBckas, AMPEKTOP N0 Pa3BUTUIO B ChepE XKNI0N HeABUKMMOCTM KOMMaHuKM YarSecurity

Joknag "YnpasneHue penyTtaumei cnyxbbl 6e30nacHOCTU, YaCTHOTO OXpaHHOro npeanpuatTua” -

12:50-13:10 o o

Bacuawmii IOwWwyK, cneumanmct no 6opbbe ¢ YepHbiM PR, MPaKTUK KOHKYPEHTHOM pa3BeaKu

Joknap «Mcnonb3oBaHWe NEPCOHaNbHbIX AAaHHbIX B KOMMUHANbHBIX LLenax» - AnekcaHap lfoplukos,
13:10-13:30 OVPEKTOp Mo pa3BuTMIO KomnaHuu Iris Devices, ynen komuteta PCIIM no mexxayHapogHomy

coTpyaHun4ecTsy, nOAKOMUTETA NO u,md)posoﬁ 9KOHOMUKE N UHHOBaALUMAM Poccuiickoro coto3a
NPOMbIWNEHHNUKOB U npep,anHmmaTeneﬁ

13:30 — 14:00 TEXHUYECKWUI NEPEPLIB

14:00 - 14:40 MacTep-Knacc "dpdpeKkTnBHbIE NpMEeMbl NPOBEAEHMA ONPOCa NOA03PEBAEMOrO B KOPNOPaTUBHOM
MmolleHHnyecTBa" - Oner Lep6atbix, NnpesnaeHT accoumaunmn noanrpado1oros; YieH MexAyHapoaHOM accoumalmm
nonurpadonoros: ISOPE (International Society Of Polygraph Examiners)

14:40 - 15:50 B/IOK ®OPEH3UK, CTYHKEBHbIE PACC/IEJOBAHUA,
NPOTUBOLENCTBME MOLLEHHUYECTBY U XULLEEHUAM

15:40-15:1 Joknag «Bsanmogaelicteune ciy*Kbbl 6€30MacCHOCTU U APYIUX KOHTPOJIbHBIX YHKLUMIA NPU NPOBEAEHUM
>:40-15:10 ¢$urHaHcoBoro paccnenoBaHua» - AnnHa Cokonosa, MNapTHep, PopeH3nK komnaHusa Deloitte
15:10-15:30 Joknag «MpodunakTMKka KOpPNopaTUBHOIO MOLLEHHUYeCTBA. MNcnxonorna n motmeauma "6enbix
R BOPOTHMYKOB» - AHTOH IPYHTOB, AnpekTop no 6esonacHocTn MK Eqvanta
:30-15:50 MacTep-Knacc «4To gencTBUTENBbHO MOTUBUPYET Ntoael bbITb YeCTHbIMK B BU3Hece?» - UBaH Bupyns,
15:30-15:3 ampekTop no 6esonacHocty, Redmond

15:50-16:30 KOHKYPC NPO®ECCUOHAJIBHOrO MACTEPCTBA. /TYYLLUWIA B COEPE BE3ONACHOCTU BU3HECA
Bonpoc ot AHaTonuA BaccepmaHa, KypHanucta, nybanumcra, TeneseayLuero, NOAUTUHECKOrO KOHCY/IbTaHTa,
Y4aCTHUKa MU MHOTOKPaTHOro nobeanTena MHTeNIeKTyaslbHbIX TeNeunrp

16:30 NOABEAEHUE UTOITOB ®OPYMA. Po3birpbil NamATHbIX NPU30B U NOAapKOB




OHJIAMH-0BYYEHWE
KOHKYPEHTHOW PASBEIKE

OTKPbIT HABOP TPETbEM [PYNMb
BECHA 2021

[IPOTPAMMA BKJIRYAET B CEBA
10 SAHATIW, 4 MOL1YJ1A, 68 TEM

EBFEHUN JIEOHW0BIY IOLLYK

ABTOP N NMPENOIABATEJIb KYPCA
(CEMWHAPA)

YJ1EH MEXXIIYHAPOJHO0 OBLUECTBA NPO®ECCHOHATIOB
KOHKYPEHTHOR PA3BEOKN SCIP, NOYETHbIN NPO®ECCOP OBYX
VHWBEPCATETOB, ABTOP IEPBO/ B POCCHM MATVICTEPCKOIM
MPOrPAMMDI 0 KOHKYPEHTHOM PASBELIKE, MPAKTHK
KOHKYPEHTHOM PA3BEJIK C 1994 O0IA, KAHIIMIAT
JKOHOMWYECKWUX HAYK

[IPW PETWCTPALINA 110 01.02.2021
IIENCTYET LIEHA 2020 rofA

95B.RU
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10 PEKOMEHOALMIA AIBOKATA
VYACTHIKAM ®OPYMA E3OMACHOCTb BI3HECA

oT KopwyHoBa AHApea 'eHHagbeBUYa,
ApBokart, lNpegcepartens Konnermm agBokaTtoB

YenabuHckom obnacTtu "SkoHoMmuyeckasn",
[Mpeacenatens komureta KOXXHO-YpasibCKoM
ToproBo-lNpombiwieHHon ManaTbl MO NPaBoOBOW
nogfepxke npeanpuHuMaTesibCcTaa.

Cm g™’

1. He yéuBaTtb BO3MOXHOCTU pa3BuTus busHeca B yrogy 6e3onacHocTy;

2. YUTUTb 3aKOH 1 yunTbiBaTb CyAeOHYIO NPaKTUKY;

3. OTCcnexunsaTb USMEHEHNA B HOPMAaTUBHbLIX akTax 1 NpakTUKe CyaoB ;

4. TOTOBUTLCA K CyAY, KaK KOHEYHOMW MHCTaHUUK f1lo60oro cnopa v KOHM/INKTA,;
5. MakcumanbHO oMKCuMpoBaTh BCe npoucxoasilee, npaBubHO COCTaBNATb U
6epeXxHo XpaHnTb LOKYMEHTHI ;

6. N3yyaTb MeToAbl 1 TEXHO0MMM Pab0Tbl KOHTPO/IbHO-HAA30PHbLIX OPraHoB;
7. BbITb rOTOBbLIM K MPUX0AY HE3BaHbIX FOCTEN B MNOroHax;

8. VIMeTb BO3MOXXHOCTb He3aMe/IMTEe/IbHO CBA3aTbLCA C HOPUCTOM
(apBokaTom);

9. YuutbiBaTh, YTO 6e30MacHOCTb 6U3Heca - KomaHAHasa urpa, pesynbrar
KOTOPOW 3aBUCUT OT CNaXeHHbIX AeACTBUIN BCEX COTPYAHUKOB OpraHu3aumm ;
10. MNMepeHumaTtb nepenoBom OnbIT N AE/TNTLCA CBOMMU 3HAHUSIMU - 3TO Kak pas
TO, UTO faeT noctoAHHoe yyacTne B dopyme «bE30OIMNACHOCTb BEU3HECA».



10 PEKOMEHOALNN OT CNELNAJINCTA

M0 bOPbBE C YEPHbIM PR
VYACTHHKAM OPYMA BE3ONACHOCTb BUSHECA

oT Bacunusa Owyka, cneynanncra no 6opboe

C YepHbIM PR, npakTrka KOHKYpPEeHTHOM
pasBeku; aBTopa n npenogasartesis Kypca

RyKoBOANTENSA

1.B oTBeT Ha MH(hopMaLNOHHYIO0 aTaky He Mon4YMTe. Tak Bbl OTAAeTe BCe
nosie 605 Bpary.

2.BoeBatb eCTb CMbIC/T fjaXe C HAMHOro 60s1ee CUIbHbIM NPOTUBHMUKOM.
MepguiiHast BOMHa MOXET ypaBHOBECUTb NPenMyLLecTBa ONnrnoHeHTa B
domHaHCOBOM MM aAMUHUCTPATUBHOM pecypce.

3.He onpaBgbiBaiiTecb. ChopMupyinTe CBOK NO3ULUIO U XXECTKO ee
oTcTamBanTe. PazbsCHATbL €€ MOXHO, OnpaBAbIiBaTbCS — HENb3A.

4. «HaumHanTte c ceba». Ecnm KpuTnkyeTe 3a 4YTOo-TO ApPYrux, y Bac cammx
C 3TUM [0/DKEH ObITb NO/HbLIN NOPSAAOK.

5.CMOTpUTE, KOMY BbIrOAHA NHPOPMAaLMOHHAas aTtaka - Tak MOXHO
BbIYMC/IUTb 3aKa3umka.

6.He HapyLwainTe 3aKkoHoAaTEeNNbCTBO, 60/bLUNHCTBO MHhopMaLnn
MOXHO AocTaTb NerasbHo.

7.Bcerga oencrByinTe He TOIbKO 3aKOHHO, HO M 3TUYHO (T.e. He
bypopaxka o6L,ecTBeHHOe MHEHME).

8.CobupaitTe nHdopmaLmio CKPbITHO, YTOObI BaM He NOACYHY N
Ae3vHopmaymio.

9.lMepenpoBepsnTe NHoOpMaLUIO AaXe U3 HAEeXHOro UCTOYHMKA, OH
MOXET AaTb CO0M B 110601 MOMEHT.

10.CucrtemaTmyeckn pacckasblBanite 0 CBOMX 3acnyrax, oopmupyimnTe

noprtgono.

g™’
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10 PEKOMEHOALMN OT

NOJINTPADOJIOTA
VYACTHHKAM POPYMA BE3ONACHOCTb BUSHECA

oT Onera LWWep6artbix, npe3naeHTa

accoumaunm nonurpadponoros; YneHa
MeXAyHapoaHoi accoumauum nonurpadoioros:
ISOPE; akcnepTta B 061aCTu OLLEHKN
[OCTOBEPHOCTN MHpopMaLmn

1.HeT 100% npu3Haka /iXu, No3TOMY Hefb3A CyAUTb O JIKU TOJIbKO MO
OZHOMY KaHasny (peuyb, rnasa, MMMUKA, XXeCTbl), OLEeHKY Haa0 NpoBOANTL
B KOMM/iekce. Ha cerogHAWHMA aeHb nonurpad - camblii HaeXHbIi
MeToz,.

2.HauynHas onpoc HY>HO OTHOCUTBLCS K YeNOBEKY HENTPa/IbHO, Kakue Obl TO
HW GbI/IX (pakTopbl, yKasbiBaloLMe Ha ero BUHOBHOCTb WUN
HEBMHOBHOCTbL. Ec/iv Bbl n3HavyasibHO ByaeTe npenB3AThl K
onpalinBaemMomMy, BesiMka BEpOATHOCTb OLUNOKM.

3.MMpy BO3HMKHOBEHUN NPOUCLLECTBUA LesiecoobpasHeil HavyaTb NPOBEPKY
noTepnesLUero Nan canaeTtesnei, YToobl ObiTb YBEPEHHLIMU B
[OCTOBEPHOCTU COOBLLEHHOW MU UHDOPMALUN.

4.He pa3srnawaiTte ctaBlive Bam n3BeCTHbIMU YacCTHbIE NPU3HaKu
NPecCTynaeHns, 3To NO3BO/INT 3PIEKTMBHO UCMNOJIb30BAaTbL Nosmrpadg npu
npoBefeHnn paccnenoBaHuns.

5.He pgenaiite BbIBOAbI O NOBEAEHUM Yesi0BEKA, He y3HaB 6a30BYHO JINHUIO
ero nosegeHus.

6.OnpalwumBas yenoseka He06XxoA4MMO BUAETH HE TOJILKO ero JinLo, HO U
BCEro NoJIHOCTbIO, MOTOMY YTO HOMM - 3TO CaMble YeCTHbIe YacTu Tena.

7.MpOoTNBOPEUMBOCTbL peyn 1 NoBeAeHns MOXeT ObITb YepToi XxapakTepa
yesioBeKa, a He NPU3HaKOM JIKMW.

8.Ecnn yenoBek 0TBOAUT I/1a3a B CTOPOHY Moc/ie Bonpoca, BaXkHO
MPOBEPUTb, MOXET ObITb OH ayAuasn u NPUNOMUHAET Pa3roBop, a He
NbITaeTcAa cosratb.

9.3apaBariTe BONPOCh! Tak, YTOObI OnpallinBaemblii BbIHYXAEH Obl1 AaBaTthb
pa3BepHyTbie OTBETbI, YEM O0JIbLLIE OH FOBOPUT, TEM C/IOXHEE eMy
conrartb.

10. Ecnn onpalumBaeMblii NpU3HasICA, MPOBEPbLTE ero npusHaHue, Tak Kak

9TO MOXET ObITb CAaMOOroBOP WJ/IY MOMbITKA BbITOPOAUTL APYTNX
YYaCTHUKOB, UIWN CKPbITb Apyrne 6osee cepbesHble NPecTyneHus.



PUCKOB

75 CeMyac NpPoeKT
PErTMOHOB CTPAHDbDI Hacq "Tbl BaeT
26351

YYACTHUKOB
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OPrAHMU3ALIMM
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CAHKT-NETEPBYPICKA{ LUKOJIA MIPOPECCUOHAJIbHbLIX AHAJTUTUKOB

HDononHutenbHoe npodeccnoHanbHoe obpa3oBaHue
B cpepe 6e30nacHOCTU U ynpaBsieHUs GusHecom.
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» UHPopmaunoHHO-aHanuTU4YecKkoe obecneyeHue 6usHeca;

» UHPopmaumoHHO-aHanuTU4YecKkas pabora cny)xbbi 6e3onacHocTH
npeanpuaTus;

» KoHkypeHTHan pa3Bepka;

» UHPopmaumoHHasa 6e30nNacHOCTb.

M/o

NHPopmaumoHHO-aHaNUTU4ECKasa cucTeMa NnpoBepKu '
¢$u3nYeCcKnX UL NO OTKPbITHIM UCTOYHUKAM.

C6op 1 aHanu3 uHpopmaLmm U3 coumasnbHbIX CETEn,

ceTu HTepHeT n apyrux obwenoCcTynHbIX UICTOYHUKOB

BYPATHHO"

UAC «bypaTtuHoO»

3AKPbITbIN KN1YB
«Jlyywime npakTukm 6e3onacHoCTU»

npodgeccrmoHanbHas nuTepaTypa, NpakTU4Yeckme Keuchbl, 3a4a41 U TecCTbl
TELEGRAM OLeHKM 1 pa3BUTUA NpodeccMoHanbLHOro MacTepcTBa




[APTHEP @OPYMA
2020

HAMPABJIEHNA EATEJIbHOCTH BIT - AHAJIATWYECKMNE
CHCTEMbI, PACTO3HABAHWE JINLL, MOHUTOPWHI

o NEO - AHAJIUTHKA COLIMAJIbHBIX MJIAT®OPM
o  PETVIOH - AHAJINTHKA CMU 1 COBbITHA PETMOHA
o STOP SHOPLIFTER - AHAJIATUKA OJIAVH NOCETUTENEN

MHTEJUTEKTYAJIbHDIN NOOXO0N K NPO@UINAKTHKE
MATASWHHBIX KPAX.




VYACTBYIL B KOHEYPCE:
CIVSUU CHELARCT B COLPL
bedUNACHOCTI 2020

TELEGRAM-KAHAJI:

T.ME/FORUMSECURITYGHANNEL



https://t.me/forumsecuritychannel

110 BCTPEYW B 2021 T0QY

TELEGRAM-KAHAJI:
T.ME/FORUMSEGURITYCHANNEL

CANT CMU BE30MACHOCTb BUHECA
EKB-SECURITY.RU

CANT POPYMA:
FORUM-SECURITY.RU

l I l DOPYM
bE3ONACGHOCTb

b3HECA 2020
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https://ekb-security.ru/
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